
© 2009 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID © 2009 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID

Fred Baker

Lessons from the Internet



© 2009 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID © 2009 Cisco Systems, Inc. All rights reserved. Cisco ConfidentialPresentation_ID

Important lessons from the Internet

 The service is connectivity

 Scaling is critical

 Simplicity is the watchword; elegance and re-
usability are keys to both scaling and innovation

 Robust Interoperability is more important than 
mere correctness
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The service is connectivity

 While we measure connectivity in terms of round 
trip time, throughput, and the usability of favored 
applications, the fundamental service of the Internet 
is the ability to send a datagram from an arbitrary 
system to any other system within the limits of 
applicable policy. 
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The current exponential growth of the network seems to 
show that connectivity is its own reward, and is more 
valuable than any individual application such as mail or 
the World-Wide Web. This connectivity requires technical 
cooperation between service providers, and flourishes in 
the increasingly liberal and competitive commercial 
telecommunications environment.

RFC 1958 http://www.ietf.org/rfc/rfc1958.txt

//localhost/http /::www.ietf.org:rfc:rfc1958. txt
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The ability to scale is critical

 In the Internet, regardless of the domain an 
application, protocol, or technology is designed for, 
if it is at all useful it quickly finds itself crossing 
arbitrary distances and in use by vast numbers of 
systems. 

 A technology, protocol, or application that scales 
super-linearly - and often one that merely scales 
linearly - becomes untenable very quickly.

Mike O’Dell
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Corollaries on scaling

 Saltzer's End to End Principle, 

“Functions placed at low levels of a system may be 
redundant or of little value when compared with the cost of 
providing them at that low level”

Saltzer, Reed, and Clark: End to end arguments in system 
design, 1984

 Amplification Principle

“Local optimizations should have only local effect”

Meyer and Bush, RFC 3439

 Coupling Principle

“Periodicity should be randomized”

Meyer and Bush, RFC 3439
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Simplicity is the watchword; elegance 
and re-usability are keys to both scaling 
and innovation

 “The Simplicity Principle… states that complexity is 
the primary mechanism which impedes efficient 
scaling, and as a result is the primary driver of 
increases in both capital expenditures (CAPEX) 
and operational expenditures (OPEX). The 
implication for carrier IP networks then, is that to be 
successful we must drive our architectures and 
designs toward the simplest possible solutions.”

Meyer and Bush, quoting Mike O’Dell

RFC 3439 http://www.ietf.org/rfc/rfc3439.txt

http://www.ietf.org/rfc/rfc3439.txt
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Robust Interoperability is more 
important than mere correctness

 The Robustness Principle

“Be conservative in what you do, be liberal in what you 
accept from others", 

More familiarly stated in the words of religious leaders and 
philosophers throughout time and geography: “do to others 
as you would have them do to you”

 Many systems, and many Internet implementations, 
have ignored the rule to their own peril. 

It is not sufficient to do the specified thing when the rules 
are clear; it is necessary to do a reasonable thing that is 
likely to have a beneficial result when under duress.

Jon Postel

RFC 793 http://www.ietf.org/rfc/rfc0793.txt

http://www.ietf.org/rfc/rfc0793.txt
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Corollary security principle

 Component variant

Communications network components and operating 
system APIs must have access only to functions, ports, 
protocols, and services that are necessary for the 
performance of their duties, with all other access 
prohibited.

This includes grid devices, general purpose clients and 
servers, and network elements. 

 User variant

Users (common users and administrators) only have 
access to systems and portions of network components 
and grid devices needed in the performance of their duties

Principle of Least Privilege

NISTIR 7628 Volume 1, SG.AC-7 and SG.CM-7
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Example of an attack: Stuxnet
 Said to be military-grade 

weapon that attacks specific 
control systems

Detected June 2010

Depends on disabling 
automated processes in 
process control systems

 Not carried by the Internet

But obviously could be

Therefore prototypical weapon 
of motivated attacker

 Worst way to defeat it:

Security by obscurity

 Best way to defeat it:

Not get the virus

Not execute the code

10
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What kinds of security mechanisms?

Communication 

Layer
Type of control Example

Data Content
End to end integrity in 

message-based exchange

W3C XML 

Signature

Application Layer

Application to application 

authentication, authorization, 

encryption

TLS, HTTPS, 

DKIM, S/MIME,

SSH

Network Layer

System-to-system

authentication, authorization, 

encryption

IPsec ESP

Physical/Link 

Layer
Limited Membership

Protected SSID, 

IEEE 802.1X with 

EAP-TLS
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Internet Community to Smart Grid: 
adopt our working technologies;

make new mistakes
 Focus on security

We have defined and partially implemented security 
solutions, but many don’t use them

Use them

 Addressing

We have largely used up the IPv4 address space; 

Use the larger address space in IPv6

 Focus on interoperable manageability

We have solutions for this, but little market requirements; 

Use proven encodings like XML and application 
architectures like BEEP, ATOM, and XMPP
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